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Preventing charity fraud – a guidance note for local 

Age UKs 

 

Fraud costs the charity sector an estimated £2.3bn1 a year - 1.2% of fraud across 

the UK economy, with the Charity Commission suggesting that many instances of 

fraud within the sector currently go unreported. Alongside the recent Age Concern 

South Tyneside case, other recently reported examples include: 

 

• In July 17, a Welsh homelessness charity, Cyrenians Cymru went into 

liquidation largely as a result of a former head of finance being found guilty of 

a £1.3m fraud conducted over a six-year period.  

 

• Chester Zoo fell victim to an email scam that saw it pay £1.3m into the bank 

account of fraudsters. Unwittingly, staff at the zoo were tricked into believing 

an email they received, telling them about a change in bank details was from 

a contractor they were working with to build a new safari experience. This 

error resulted in them paying almost £1.3 million into a fraudulent bank 

account. 

 

Fraud is a risk that all charities should be aware of and guard against. Trustees must 

manage their charity’s resources responsibly including avoiding exposing assets, 

beneficiaries or reputation to undue risk. They should put appropriate procedures 

and safeguards in place and take reasonable steps to ensure that these are 

followed. Otherwise they risk making their charity vulnerable to fraud or theft, or 

other kinds of abuse, and being in breach of their essential trustee duties. 

 

                                                           
1 The Annual Fraud Indicator 2017, compiled by Crowe Clark Whitehill, Experian and the Centre for Counter 
Fraud Studies at the University of Portsmouth. 

Note for Brand Partners:  

The content of this guide does not address the unique facts specific to your organisation’s 

circumstances and should not be relied on as a basis for any decision, action or omission.  Please 

be warned that certain areas are subject to change (particularly legal and financial reporting 

standards) from time to time and while we aim to ensure the information is as up to date and 

accurate as possible, we make no representations or warranties of any kind (express or implied), 

about its completeness, accuracy, reliability, suitability or availability for any purpose.  Neither Age 

UK nor any of its subsidiary companies or charities accepts any liability arising from its use. 
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What is fraud? 

Fraud can be defined as an intentional false representation, failure to declare 

information or an abuse of position, which is carried out to make gain, or cause loss 

or expose another to the risk of loss. This includes: 

 Internal fraud - involving people within the charity. E.g. intercepted cash or 

cheque donations, misuse of charity credit card, staff claiming false expenses, 

or an abuse of position and or power to override any financial controls. 

 

 External fraud - perpetrated outside of the charity. E.g. false invoicing, identity 

fraud, unauthorised fundraising in a charity name. 

 

Focus on insider fraud 

In April 2018 the Charity Commission (CC) published a research report on Insider 

Fraud2. It identified that fraud was committed in the main by employees (43%), 

trustees (33%) and volunteers (10%). It went on to identify the following key factors 

contributing to the fraud occurring: 

1. 43% of respondents suggested the prime factor was excessive trust or 

responsibility placed on one individual. 

2. 24% due to a lack of challenge or oversight. 

3. 24% due to either absence of controls or existing controls poorly applied. 

4. 5% confirmed it was due to a combination of more than one factor. 

 

Focus on external fraud 

Within the last year, we’ve been contacted by three partners that have been victims 

of cyber fraud – in each instance losing a sum of approx. £9500.  In two of these 

cases, the crime committed has been ‘‘Push Fraud’, where a person responsible for 

making payments has been convinced by an e-mail that appears to have come from 

the chief officer that a payment needs to be made with some urgency.   

This type of fraud is becoming more common and is quite easy to achieve - the 

details of the chief officer / someone who would authorise payments are identified; 

an enquiry is made to the charity to find out who is responsible for processing 

payments and requesting their email address; a day is chosen when the crime is 

most likely to succeed - police advise this is often a Friday. 

 

                                                           
2 Responses were received from both small and large charities, with a third of respondents having an income 
of over £1million. https://www.gov.uk/government/publications/focus-on-insider-fraud-in-charities/focus-on-
insider-fraud-research-report 
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We asked the local Age UKs that have been affected what they have learnt and are 

doing to prevent this type of fraud happening again. They have advised the following 

steps: 

 Increase staff awareness of the risks of cyber crime.   

o The fraud team of your bank might provide training on this type of crime so 

ask if your staff could attend a session. 

o Use wall posters and notices to remind people about what to look out for.  

Action Fraud provide some helpful resources:  

o Encourage staff to carefully check any e-mails requesting a payment – is 

the e-mail address 100% correct?  Does it use the organisation’s correct 

signature block?  

 Check your procedures and processes and that staff are aware of them. 

o Can payments only be made if accompanied by full information about the 

purpose of the payment, where it should be coded, and supporting 

documentation? 

o Are any requests for payment copied in to a second authorising signatory 

to check the payment and authorise within their authorised limits? 

o Do two people authorise any BACS / electronic payments before they are 

made?  

o Do your electronic banking arrangements require double authentication, 

use of PIN codes, etc? 

 Check your IT controls.   

o Do you use any anti-spoofing email filters e.g. Mimecast? 

See Cyber Essentials for useful guidance on how to improve your IT 

security. 

 If a crime does occur, report it to Action Fraud  

 Be ever vigilant.  Do not let your guard down. 

Summary of actions you can take to avoid fraud 

While no organisation can completely eradicate fraud you can put in place measures 

to be more aware of and manage the risks. It is vital that charities take appropriate 

action that is proportionate to their activities, size and financial governance, in order 

to manage the risk of fraud. Consider the following five-step plan to help you. 

1. Accept that fraud exists. 

2. Understand your own vulnerabilities: There are common areas for fraud such 

as payroll and expenses, payment and procurement processes, fundraising and of 

course, cyber risks – which must all be considered. Also think about the information 

that you are putting in the public domain and how that could be used by fraudsters. 

3. Build awareness and the right culture: Develop a strong counter-fraud culture - 

widely recognised as the vital overarching element of effective fraud risk- 

management. All individuals within charities should feel confident to provide 

appropriate challenge where they have concerns about fraud. 

https://actionfraud.police.uk/resources-action-fraud-resources
https://www.cyberessentials.ncsc.gov.uk/advice/
https://actionfraud.police.uk/
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4. Review and assess controls: Strong financial controls and good governance go 

hand in hand, so adopt best practice to reduce the likelihood of becoming a victim of 

fraud. For example, around segregation of duties and in particular ensuring that no 

one individual has unsupervised control of a charity’s finances. We’re learning from 

the CQS assessment process that some partners have weaknesses in their financial 

controls in relation to petty cash handling and allowing single authorisation for 

payments, sometimes for significant amounts, so we strongly encourage you to look 

at how you manage these processes and reduce your level of risk exposure. New 

trends are always emerging and controls must be regularly assessed and updated. 

5. Report and take action: Have a fraud response plan in place, including a 

whistleblowing procedure, and follow what it says. It is essential that trustees 

understand their responsibilities for reporting serious incidents. Where a charity has 

identified a fraud, a suitable and timely report should be made to the Charity 

Commission, outlining what happened and the steps being taken to deal with the 

incident.   

 

Sources of information 

There’s a wide range of guidance, polices and procedure templates, checklists, 

manuals, and videos to help you from a variety of sources and invariably finding one 

source will lead you to another. This is not an exhaustive list. 

 Charity Commission  

Internal financial controls for charities (CC8). How to manage your charity’s 

financial activity and use internal financial controls to reduce the risk of 

loss. Completing the CC8 is now a requirement and we would encourage every 

Board to revisit this checklist annually to review whether the controls in place are 

still adequate to the financial activities that your organisation is undertaking. 

 Charity Finance Group 

 

 Fraud Advisory Panel 

 

 National Cyber Security Centre 

 

 Cyber Essentials 

 

 Action Fraud  

 

http://theloop.ageuk.org.uk/Interact/Pages/Section/MainTwoColumnsLeft.aspx?homepage=0&section=4456
http://theloop.ageuk.org.uk/Interact/Pages/Content/Document.aspx?id=32011
https://www.gov.uk/guidance/how-to-report-a-serious-incident-in-your-charity
https://www.gov.uk/guidance/how-to-report-a-serious-incident-in-your-charity
http://www.gov.uk/government/organisations/charity-commission
https://www.gov.uk/government/publications/internal-financial-controls-for-charities-cc8
https://www.cfg.org.uk/home
http://www.fraudadvisorypanel.org/resources/identity-fraud-e-learning-resource/
http://www.ncsc.gov.uk/news/advice-thwart-devastating-cyber-attacks-small-charities
http://www.cyberessentials.ncsc.gov.uk/
https://actionfraud.police.uk/

